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Active Directory Coexistence between an existing On-Premise Domain Controller 

and a CloudConnect Private Domain 

In this example, we will demonstrate how to create a Private Domain 

on CloudConnect, which replicates with an existing on-premise Active 

Directory Domain.  This greatly reduces the risk and time to migrate 

complex existing environments or use CloudConnect as a hybrid 

solution 

This procedure requires a working knowledge of managing Active Directory Domain Services as well as 

VPN/IPSec tunnels. 

This procedure requires an on premise VPN capable firewall.  In this example we use a SonicWALL NSA 

running SonicOS. 

This procedure takes approximately 2 hours to complete.  After running through this procedure, existing 

user accounts in the existing domain will be able to logon to CloudConnect using their existing Active 

Directory Identity, username and password. 

Once authenticated on either side of the VPN tunnel, the user will not be prompted for authentication 

between on premise and Cloud resources, as Kerberos authentication will be used. 
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Choose a unique Subnet for their Cloud deployment

The Primary DNS should be initally set to the IP address 
of the existing on-premise Domain Controller 

The DNS suffix should be set to the active directory
domain name
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Note: in some circumstances, DCConfig.exe will automatically find the 
VDC and so this screen may not be displayed.  If so, ignore this step and 
continue.
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