
Create a VPN Tunnel between an On Premise Network and a CloudConnect 

Org VDC Network 

In this example we will connect to an on premise subnet of 
192.168.10.0/24 with a Public Address of 123.234.123.234.  Replace 
these values with your on premise values and follow this procedure to 
setup a connection from your CloudConnect Virtual Datacenter. 
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Workflow 1: Configure the Edge Gateway (vCloud Director Tasks) 
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Locate the Edge Gateway’s Internet Access IP Address 

 re going to use
 The Internet Access IP Address is displayed in the right column.  Ignore the CloudConnect IP Address.  Take

note of the Internet Access IP Address as you will need this in multiple later steps.  In this example, the Edge 
Gateway Internet Access IP Address is 172.29.254. .  This address is pre-assigned to you by CloudConnect. 

 



Access the Edge Gateway Firewall Service and create an exception to allow tunneled traffic to traverse the 
edge gateway. 
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Workflow 2: Configure the SonicWALL (On Premise Tasks) 

verify you are running the latest firmware
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255.255.255.0



EEdge Gateway 
AAddress  

PPrimary Public IP 
AAddress  

SStandby Public IP 
AAddress  

1172.29.253.XYZ  2216.93.253.XYZ  996.233.53.XYZ  

1172.29.254.XYZ  1192.203.253.XYZ  1108.26.236.XXYZ  

172.29.254.
Primary Public IP Address is 192.203.253. Standby Public IP Address is

108.26.236. .



General Tab 

Site to Site
IKE using Preshared Secret

To
CloudConnect Acme Network

Primary Public IP Address
192.203.253.

Standby Public IP Address
108.26.236.

123.234.123.234.
Edge Gateway’s Internet Access IP Address NOT THE PUBLIC IP

ADDRESS 172.29.254. .



Network Tab 



Proposals Tab 

IKE (Phase 1) Proposal 
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Ipsec (Phase 2) Proposal 
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Advanced Tab 

Note: It is recommended to keep all other Advanced Settings disabled/unchecked.  Enabling these 
features can cause the Tunnel to stop functioning. 








